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I} Course Overview 8 Job role

o . . . . « Information Security Analyst, Security Systems Engineer,
The Certified Information Systems Security Professional (CISSP) course is Information Security Manager, Security Architect, Chief

a perfect companion for preparing for the CISSP exam. It focuses Information Security Officer, Risk and Compliance Director
specifically on the objectives introduced by (ISC)? in April 2024, covering
asset retention, secure provisioning, crypto attacks, machine learning tools,

threat hunting, risk-based access control, zero trust, SAML, SOAR, CASB, E " E SCAN TO

securing microservices, containers, managed services, and many other

topics while helping you identify areas of weakness and improve both your . L VIST OU R
conceptual knowledge and hands-on skills. l: WE BSITE
The goal of this course is to give you all the tools you need to pass the

CISSP exam on your first try, including preparation hints, test-taking tips,

time-saving strategies, self-assessment questions, and practice exams. E

Audience Prerequisites

This course is ideal for:
o |T security professionals and security leaders who are interested in seeking CISSP certification, or who need to maintain their
existing certification.

CERTIFICATION DURATION [ ] MODE OF DELIVERY
CISSP (I1SC?) 32 Hours (approx,self-paced) = /“==\ Blended Learning
COURSE OUTLINE

Module Name INSTRUCTOR Labs Pre-recorded Wizard training
LEAD Session Videos / | Reading material
1 The CISSP Certification Exam 24 min Case Studies Included Pearson CISSP Exam
Cram Courseware
2 Understanding Asset Security 48 min Case Studies Included Pearson CISSP Exam
Cram Courseware
3 Security and Risk Management 2hrs Case Studies Included Pearson CISSP Exam
Cram Courseware
4 Security Architecture and 1 hr 12 min Case Studies Included Pearson CISSP Exam
Engineering Cram Courseware
5 Communications and Network 1hr Case Studies Included Pearson CISSP Exam
Security Cram Courseware
6 Identity and Access 1 hr 12 min Case Studies Included Pearson CISSP Exam
Management Cram Courseware
7 Security Assessment and 2 hrs Case Studies Included Pearson CISSP Exam
Testing Cram Courseware
8 Security Operations 1 hr 48 min Case Studies Included Pearson CISSP Exam

Cram Courseware

Pearson CISSP Exam

9 Software Development Security 1 hr 48 min Case Studies Included
Cram Courseware
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